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Purpose 

The purpose of this Information Security Policy is to establish a framework for protecting the confidentiality, integrity 
and availability of our information assets. This policy outlines the responsibilities and requirements for safeguarding 
data, ensuring that our systems and processes support business objectives while mitigating security risks. 

This policy applies to all employees, contractors, consultants and any third parties who have access to our information 
systems and data. It covers all information assets, including data stored on-premises, in the cloud and on mobile 
devices. 

Tudor Griffiths Group is committed to protecting its information assets from unauthorised access, disclosure, alteration 
or destruction. We will implement appropriate technical and organisational measures to mitigate risks and maintain 
compliance with applicable laws and industry best practices. 

Roles & Responsibilities 

Group ICT Manager: 

• oversee the implementation and enforcement of this policy 

• coordinate with the system administrator and relevant departments to ensure adherence to security practices 

• report on security performance to senior management 

System Administrator: 

• manage the day-to-day operations of IT systems, including the implementation of security controls and 
monitoring 

• ensure that patches, backups and updates are applied regularly 

All Employees: 

• comply with the requirements of this policy 

• participate in security awareness training and report any security incidents or vulnerabilities 

Asset Classification & Management 

• All information assets shall be classified based on their sensitivity and criticality. 

• Appropriate controls must be implemented according to the classification level. 

• A register of assets will be maintained and reviewed periodically. 

Access Control 

• Access to information systems and data must be based on the principle of least privilege. 

• User access rights are to be regularly reviewed and revoked when no longer necessary. 
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• Multi-factor authentication (MFA) and strong password policies are mandatory for all users. 

Physical & Environmental Security 

• Physical access to IT systems and sensitive areas must be restricted to authorised personnel only. 

• Security measures such as locked cabinets and surveillance shall be in place to protect physical assets. 

• Environmental controls (e.g. temperature, humidity and fire suppression) shall be maintained in data centres 
and server rooms. 

Data Protection & Privacy 

• Data must be encrypted both in transit and at rest where appropriate. 

• Regular backups of critical data are to be performed and stored securely. 

• Data retention and disposal procedures must be followed to ensure that sensitive information is not kept for 
longer than necessary. 

Acceptable Use 

Day-to-day rules on acceptable use of IT resources — including email, internet, social media, passwords, mobile devices 
and limited personal use — are set out in the IT Acceptable Use Policy. All users must comply with that policy as a 
condition of access to Tudor Griffiths Group IT systems. 

Security Awareness & Training 

• All staff are required to complete regular security awareness training. 

• Training will cover topics such as phishing, password management, data protection and incident reporting. 

• Ongoing communication of security best practices is essential to maintaining a secure environment. 

Incident Response & Reporting 

• Any suspected or actual security incidents must be reported immediately to the Group ICT Manager. 

• An incident response plan is in place to address, contain and remediate security breaches. 

• A post-incident review will be conducted to identify lessons learned and prevent future occurrences. 

Compliance & Auditing 

• Regular internal reviews and audits will be conducted to ensure compliance with this policy. 

• Non-compliance may result in disciplinary action, up to and including termination of employment or contract. 

• This policy will be reviewed annually or following a significant change in our environment or business 
operations. 

Policy Enforcement 

• All employees are expected to comply with this policy. 
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• Any violations may lead to corrective actions, including retraining, revocation of access rights or other 
disciplinary measures as deemed appropriate by management. 

 

Policy Control 

This policy is owned by the Group ICT Manager and approved by the Group Finance Manager and Company Secretary. 
It will be reviewed annually or sooner where business needs, legislation or the threat landscape change materially. 


