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Purpose

Tudor Griffiths Group recognises that generative artificial intelligence (Al) can be an efficient tool to produce material
quickly, by tailoring the prompts to meet Tudor Griffiths Group’s needs.

This policy sets out Tudor Griffiths Group’s guidelines on using generative Al tools in the workplace. The policy supports
the TG Group’s commitment to leveraging modern technology in a safe, ethical and productive way. It establishes
standards to ensure Al is used to enhance efficiency, augment decision-making and support creativity without
compromising security, compliance or our company values.

Scope

This policy applies to all employees, including those who work part-time or on fixed-term contracts, agency workers
and any third parties using Al tools on Tudor Griffiths Group’s behalf.

This includes use on company-issued devices, personal devices used for work purposes (BYOD) or any instance where
Al tools are used in the course of company operations whether on site, remote or in hybrid environments.

Roles & Responsibilities
At Tudor Griffiths Group:
e senior managers have overall responsibility for this policy
¢ line managers are responsible for ensuring their team complies with this policy

e all employees are responsible for following this policy and ensuring their own use of generative Al is in line
with it

e the Group Finance Manager and Company Secretary is responsible for reviewing this policy at least annually
Please contact the Group Finance Manager and Company Secretary if you have any questions about this policy.
Definitions

For the purpose of this policy, “Al tools” include any software, service or platform that generates content, performs
analysis, automates tasks or makes recommendations using artificial intelligence or machine learning. Examples
include ChatGPT, Microsoft Copilot, Google Gemini and GitHub Copilot.

Ethical Use of Al

Tudor Griffiths Group is committed to the safe and responsible use of generative Al tools in the workplace, while
respecting confidentiality and third-party rights.

Employees are responsible for ensuring that any material generated from the use of Al aligns with Tudor Griffiths
Group’s values, ethics and quality standards.

Employees must not use material produced by generative Al for work purposes that:
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e discloses confidential company information

e exposes personal data about any individual

¢ has the potential to breach intellectual property rights of Tudor Griffiths Group or a third party
e s false or misleading

e is discriminatory, offensive or biased

Employees must not use material produced by generative Al for any work-related qualification purposes. This includes
on-the-job training through apprenticeships, vocational qualifications such as NVQs or MPQC, and — for managerial
or specialist roles — university degrees. All coursework, assessments, portfolios and exam submissions must be
completed without the use of Al.

Where Al is used to generate material, the user must:
e make their manager aware that Al has played a part in the work
e properly fact-check any data from external sources and not rely solely on Al output

e treat Al output used for emails, social media or external communications as a first draft only, and ensure a
supervisor or manager has sanctioned the final content before it is shared externally

Employees must comply with the terms and conditions of the generative Al tool used. Where the terms and conditions
contradict Tudor Griffiths Group’s policies, employees should seek advice from their immediate manager.

Responsible Al Principles
Fairness

Employees must not use generative Al tools in any way that could be considered discriminatory, offensive or biased.
Employees must not use offensive or abusive language, graphics or imagery when inputting content into generative Al
tools, nor attempt to create material that may be offensive or abusive. Tudor Griffiths Group encourages employees to
raise any concerns about Al output with their immediate manager.

Personal data and privacy

Tudor Griffiths Group has protections in place to keep its digital information safe when an employee uses Al tools for
work purposes. Employees must only use Al providers that are compliant with data protection laws and approved by
Tudor Griffiths Group. Personal data and confidential business information must not be disclosed to Al tools.
Compliance will be assessed regularly; failure to comply may result in disciplinary action.

Accuracy and transparency

Tudor Griffiths Group understands that where generative Al lacks the knowledge to provide information requested, it
may still produce an output that is inaccurate. This is known as ‘hallucinating’. Employees must ensure that any Al-
generated material used for work purposes is accurate and factually correct. Where material has been produced by
generative Al, employees must inform their managers.

Intellectual property and trade secrets
Unless authorised to do so, employees must not input the following information into a generative Al tool:

e Tudor Griffiths Group’s trademarks, brands and logos
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e Tudor Griffiths Group’s email or other contact details — other than for the purpose of logging into the tool
e Tudor Griffiths Group’s confidential and sensitive information and trade secrets

Access Credentials

When using generative Al tools for work purposes, employees must use their company email address to log into the
tool. Personal email addresses must not be used.

Employees must protect their login credentials and not share access credentials with others or allow others to use
generative Al tools on their behalf.

Personal Use of Al

Employees must not use Tudor Griffiths Group’s systems to access generative Al for personal use at any time.

Compliance & Monitoring

Tudor Griffiths Group will monitor the use of generative Al tools to ensure it is in accordance with this policy. The Group
ICT Manager is responsible for monitoring the use of generative Al tools.

The IT Acceptable Use Policy applies to the use of generative Al tools and should be read alongside this policy.

Usage of Al tools may be monitored for security and compliance purposes. Breaches of this policy may result in
disciplinary action, up to and including termination. The IT team reserves the right to block access to unauthorised
tools or services.

Handling Inappropriate or Harmful Output

In the event that a generative Al tool produces inappropriate or potentially harmful content, employees must cease
using the tool immediately and report the issue to their manager. Any suspected data breach, security concern or
misuse of Al outputs should be escalated to the Group Finance Manager and Company Secretary.

Non-Compliance

Compliance with this policy will be assessed regularly. Failure to comply with this policy may result in disciplinary
action.

Policy Control

This policy is owned by the Group ICT Manager and approved by the Group Finance Manager and Company Secretary.
It will be reviewed annually or sooner where business needs, legislation or the threat landscape change materially.
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